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We can now run powsrful Al algorithms on our phones.

Al 'has a problem: in the quest to build

more powerlul algorithms, rescarchers are = - - — N
usingjc\'cr greater amounts of data and e E—JEE‘F—D"’ H-T_ - }ﬁ )7‘5 ,E\ % RE. #1. Bk FECEHTEERRAS
computing power, and relyving on

centralized cloud services. This not only
generates alarming amounts of carbon
emissions but also limits the speed and
privacy of Al applications.

But a countertrend of tiny Alis changing L

that. Tech giants and academic [2] [3]
researchers are working on new

.1Ignr!1hms to shri nlk PYlﬁ[llls dﬁ‘]‘-. - B EERIEATFTE— . TSR RN 2Rtk EVITTEES Y ;EEE WERR., 1oiF=
learning models without losing their capabilities. . N ) o

Meanwhile, an emerging generation of specialized Al Tiny Al ﬂm—[ EH ':I}E'flg—‘_"— AR InggJ: JC.H]%- LA /—’rjE —E.-/\_HTE-E,EHE_:E%-.:-; jﬁ , 18 JIT[ ,\l E'EE HJ
chips promises to pack more computational power into " + o

e ; o run AL Sty PO ESIRIAE =, FIFBNSES IMTEREME, EH NEFSE, THI’E%'ﬂ LA
: o |, FHAT R RENERRIR, B R, Eitin LEREREOATEEE, T
N+ —EF R EERA R EMGMVERTE 7 AXIENRH. TS ARHSZRIERETREF AT
i@, NEMNBEIEATE.

tighter physical spaces, and train and run Al on far less

energy.

These advances are just starting to become available to
consumers. Last May, Google announced that it can now

run Google Assistant on users’ phones without sending Awailability
requests (oa remote server. As of 108 13, Apple runs Siri's e
speech recognition capabilities and its QuickTvpe

kevboard locally on the iPhone. IBM and Amazon now also offer developer

platforms for making and deploving tiny AL

[2] https://www.technologyreview.com/10-breakthrough-technologies/2020/
[3] https://www.jigizhixin.com/articles/2019-11-22-4
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Is it possible to achieve comm
client’s sub-model choice private? On
while aggregating model updates using
216, 310].

«(ib-model federated learning while also keeping the
pproach is to use PIR for private sub-model download,
of secure aggregation optimized for sparse vectors [94,

Advances and Open Problems in Federated Learning

4.4.4 Preserving Privacy While TrainingS Todels

Many scenarios arise in which each client may have local data that is only relevant to a relatively small
portion of the full model being trained. For example, models that operate over large inventories, including
natural language models (operating over an inventory of words) or content ranking models (operating over
an inventory of content). frequently use an embedding lookup table as the first layer of the neural network.
Often. clients only interact with a tiny fraction of the inventory items, and under many training strategies.
the only embedding vectors for which a client’s data supports updates are those corresponding to the itlems
with which the client interacted.

As another example, multi-task learning strategies can be effective approaches to personalization, but
may give rise to compound models wherein any particular client only uses the submodel that is associated
with that client’s cluster of users, as described in Sectiol

If communication efficiency is not a concern, then sub-model training looks just like standard federated
learning: clients would download the full model when they participate, make use of the sub-model relevant
to them, then submit a model update spanning the entire set of model parameters (i.e. with zeroes everywhere
except in the entries corresponding to the relevant sub-model). However, when deploying federated learning,
communication efficiency is often a significant concern, leading to the question of whether we can achieve
communication-efficient sub-model training.

Open problems in this area include characterizing the sparsity regimes associated with sub-model train-
ing problems of practical interest and developing of sparse secure aggregation techniques that are commu-
nication efficient in these sparsity regimes. It is also an open question whether private information retrieval
(PIR) and secure aggregation might be co-optimized to achieve better communication efficiency than simply
having each technology operate independently (e.g. by sharing some costs between the implementations of
the two functionalities.)

Some forms of local and distributed differential privacy also pose challenges here, in that noise is often
added to all elements of the vector, even those that are zero: as a result, adding this noise on each client would
transform an otherwise sparse model update (i.e. non-zero only on the submodel) into a dense privatized
model update (non-zero almost everywhere with high probability). It is an open question whether this
tension can be resolved, i.e. whether there is a meaningful instantiation of distributed differential privacy
that also maintains the sparsity of the model updates.
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